How did apartheid create and enforce divisions based on ideas of “we and they”? 

Source 1
The Population Registration Act (No. 30) of 1950 provided the basis for separating the population of South Africa into different races. Under the terms of this act, all residents of South Africa were to be classified as white, coloured, or native (later called Bantu) people. Indians, whom the National Party in 1948 had refused to recognize as permanent inhabitants of South Africa, were included under the category "Asian" in 1959. The act required that people be classified primarily on the basis of their "community acceptability"; later amendments placed greater stress on "appearance". The act also provided for the compilation of a population register for the whole country and for the issuing of identity cards. The Act was typified by humiliating tests, which determined race through perceived linguistic and/or physical characteristics. It could lead to members of an extended family being classified as belonging to different races, e.g. parents White, children Coloured.
An Office for Race Classification was set up to overview the classification process. This is how the Act defined the “White”, “Coloured” and “Bantu” population groups:
"A White person is one who is in appearance obviously white – and not generally accepted as Coloured – or who is generally accepted as White – and is not obviously Non-White, provided that a person shall not be classified as a White person if one of his natural parents has been classified as a Coloured person or a Bantu..."
"A Bantu is a person who is, or is generally accepted as, a member of any aboriginal race or tribe of Africa..."

"A Coloured is a person who is not a White person or a Bantu..."

